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Introduction

Documents and files that contain personally identifiable, sensitive or
confidential information sent electronically between schools and the
Local Authority must be sent via secure, encrypted means and NOT by
ordinary email.

The USO-FX (Unified Sign-On i File Exchange) is a secure method by which
sensitive data can be transferred across KingsNet broadband links between schools
and KingsNet users and between schools and the Local Authority.

Users must be registered on the KingsNet USO database, and this may be
requested via the ICT Nominated Contact at each school or with a member of the
KingsNet Team (See Contacts).

Secure transfers may be made on a fOne-to-Oneq@ or flOne-to-Manyobasis and each
Recipient , is emailed with a notification message providing details of the file being
made available. The Sender may apply a date after which the source file is deleted.

Once the copy file has been viewed, retrieved or deleted by a Recipient then an
entry is made in the Audit Trail detailing the date, time and action of that Recipient.
The Sender of the file can then determine the action status of each Recipient and the
point at which the source file may then be deleted, if an end date has not been
already specified.

The USO-FX will require the use of an Atomwide OTP (One Time Password) second
factor authentication tag which will be provided to Head Teachers and SEN Co-
ordinators.
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Logqging into USO Support Site

To commence your file transfer you must first log in to the Atomwide Support Site at
http://support.rbksch.org

Your username must be suffixed with i .

i n AFiI
3140

gure 10 bel

I s leparngest foroChiliren SBhools and Families number and is
used to identify where you are from as the USO database is maintained across

several Local Authorities.

o w.

014 do't

t hree

one

Username: |brianm.314

Password: |.........
Login |

Royal
Kingston

Remember to add a suffix of

314 to your normal usermame.

Authentication service provided by:

LONDON

(S ATOMWIDE |

network solutions

Figure 1

Click Login to enter the site.
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http://support.rbksch.org/

If you have been issued with, and have registered, a One Time Password (OTP)
tag then you will be presented with the following screen:

Before you can enter the support site,
you must pass second-factor authentication.

What is your latest OTP code? | Authenticate |

— Figure 2

Switch on the fob and transcribe the 6 digit number displayed onto the screen then
click Authenticate to proceed.

If you have not been issued with an OTP or, if you have not yet registered it, then
you will see a screen similar to this one in Figure 3:

Home Site map

Related sites: R(Jyal
Ki

| Wy Account H Network Status H Service Desk H WebScreen H User Accounts “ Shop || USO-FX H Resources || General || Logout ‘

Announcements
Topics Affects Last update Summary
Other | LGfL/Buckir i keMVindsor & N Niest Berkshire/Medway/West Sussex|31/07/2009 08:50:00 | Closure of "old” Users site - 31st July 2009 Detailz
Other |LGTL/ WVindsor & fest /Nest Sussex|31/07/2009 08:43:00 |E-mailed support queries no longer supported from 1st August 2009 | Details

This site is operated by

network selutions

— Figure 3
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From the horizontal menu click on the USO-FX option and select Upload a File

Site map

Home

Related sites: R()ya]
Kingston

J—
BLOG To— g
B —=

‘ My Account H Network Status || Service Desk ‘ \WebZcreen ” User Accounts | sMs “ USO-FX H Resources || General ” Logout ‘
Upload a file
Dewnload a file
Announcements )

Manage upleaded files
Topics Affects Last update Summ; "ermaten |
Other |LGLiBuck /Stoke/iVindsor & Mi¥est Berkshire/ ayfiest Sussex| 31/07/2009 08:50:00 | Closure of "old” Users site - 31st July 2009 Detais
Other ‘LGfUBur } s i Sussex| 31/07/2009 08:43. UUlE-mmled support queries no longer supported from 1st August 2009 |Detais

This site is aperated by s ark solutians

L Figure 4

You will be presented with this 3-part screen

R I R R R T N T T R T

Ty

ot a s a bt sttt bbb s R IR bRt bbb s

Start by defining who should receive copies of your file...
Restrict recipient list to users who have registered OTP tags? ¥

Specific users
Find a user Types: | Staff only VI Search Username:l

e I
;I Last name: I

Authority: [Kingston-upon-Thames

School: IKlngston L& or Council

Username First Name | Authority
Username Has OTP? Sy s JISE OF USses ais 3 gruny
None elet Fur fuiurz re- s
Add Grous RN 0K

My groups

Group name
MNene Rema

All staff who match specific school or profile criteria

Authority: [Kingston-upon-Thames

Ll 1] 1<

School: [-- any of the below

Profile: [-- any of the below

Classifications: Nursery? ¥ Infants? ¥ Juniors? ¥ Primary? M Secondary? M Special? ¥ prU? ¥ Other? M

Add

No school or profile criteria have been specified.

—= Figure 5
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Selecting Users to Receive File

We will start by selecting the users who are to receive the file and this is done in the
top part ofSpecificeusessor een: A

Thefirstacti on requi r ed i RestticoRedipiemt ksttmuserswwha i ck t he
have registered OTP tags?0 b o x .

If the box is ticked then you will restrict your search to those who have registered a

tag. If you are unsure then UNTICK the box.

USO-FX: Upload a new file

Start by defining who should receive copies of your file...
Restrict recipient list to users who have registered OTP tags? I

Specific users

Find a user Types: [Staff anly =] _Search | Username:
Authority: |K\ngston-upon-Thames ;I First name: :
Schoal: [Kingsten LA or Council = Lsst name:
Username |First Name |LastName Email Role DCSF School |Authorig
Username ‘HBS DTP?‘ i ifis [ISE OF LSers sis s G Fe
Mone - ‘35\5:5 o FUEN s pe s

oK

‘ ‘ Add Srous nEmnE: O

1y G
s  Figure 6

if you d o nkdotv the Username of the Recipient then enter details in the First Name
and Last Name fields and click on the Search button

USO-FX: Upload a new file

Start by defining who should receive copies of your file...
Restrict recipient list to users who have registered OTP tags? I

Specific users

Find a user Types: [Staff only =] _Search USEmamE:I
Authority: [Kingston-upan-Thames =l Firet name: JAlison
School: IKingston LA or Council ;I Last name: ICarme

Username First Name Last Name Email School |AuthDrig
Select |acarni1.3t4  |Alison acarnit@rbksch.org  |Staff |314-0000 |Kingsten LA or Council  |Kingston-upen-Thames

Username Has OTP? Say= 25 JISE OF USses ais 3 gray
None R Delete fur fususs fe- o=

. dd Siroup = O

= Figure7
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Choose the Recipient by clicking on Select against the Username of the one that

USO-FX: Upload a new file
Start by defining who should receive copies of your file...
Restrict recipient list to users who have registered OTP tags? I

Specific users

Find a user Types: [Seaff only = Usermame: |
Authority: |Kingston-upon-Thamas ;I First name: IAIISD“
School: [Kingston LA or Council =l Last nsme: [Camie

Username First Name Last Name Role School i

fcarnil.314 |Alison Carnie acarnil@rbksch.org Staff |314-0000 Kingston LA or Council Kingston-upon-Thames
lsername |Has oTP?| e S [i5E OF e = ) g o
acarnii.314 No Delete Fur iuiurs pe-ussd

| Add G name,:l OK

B Figure 8 i

you want, in the event there are more than one username shown.
Repeat these steps to select additional users as required.

Click on the Next button at the foot of the page when you have finished selecting
Recipient s.

el @l m

¥ Semndar',f?p S|:|E|:iE|I?‘|7 rrU? ¥ other? ¥

ave heen specified.

et

" Fiaure9
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The screen will now confirm the details of all Recipient s of your file:

Home : USO-FX : Upload a file Site map

Related sites: R()Y&l
Co T g

| My Account ” Network Status H Service Desk ” WebScreen ” User Accounts ‘ SMS ‘ Uso-FxX H Resources H General ” Logout |

USO-FX: Upload a new file

The following users will receive your file...
Username |First name|Last |school | i |Profile| Criterion
acarnii.314|Alison |camie  [kingsten LA or Council Kingsten-upen-Thames|- | o

ATOMWIDE

This site is aperated by N selutions

B Figure 10 dl

Click on the Next button to proceed.
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Uploading File

Only certain file types are permitted and .EXE (executable) files are not allowed

At this screen enter the Title and a Description of the file you are uploading.
Both of these are optional and the Title will default to the filename if left blank

| My Account H Network Status ” Service Desk ” WebScreen ” User Accounts. | SMS | USO-FX ” Resources ” General H Logout ‘

USO-FX: Upload a new file

Title: |Test

Test File for Training Purposes =]

Description:
| =]
File: | Browse

Ready; max file size = 8MB
Acceptsble fils types: .dac, .docx, -gif, .ipeg, pa, -pdf, .png, ppt, ppbe, et s, e, i, zip
There is dick quota of 1280M8 currently being enforced for your autharity, and D% of this has been used.

[ Email me whenever the document is downloaded?

[¥ Delete decument automatically when all recipients have acknowledged it?

[ Ferce delete of document at the end of the following dayvl10 Aug 2009

= Figure 11

When you have done that click on the Browse button to navigate to the file on your
local or network drive:

Highlight the file for uploading and click on the Open button to select it.

USO-FX: Upload a new file

NP hoose File to Upload E
Look in: [ £ USOFX 2 e A e

&b Mest button 2, brp
(28 et button.bmp

B OTP Cade.brp

-l'l Recipients List,bmp
B suppart Page 1.bmp

:Test file For use with USOFX, doc: L‘

B 50 Login bmp Browse

-l'l UsO Screen bmp
..'!I USOF menu. bmp 1 : i
AL It, .pptx, .txt, xls, .xlsx, .xml, .zip

',I j:g;: 3p:ua:;ﬁ\e.hm;: b authority, and 0% of this has been used.
i Iplaad Document screen.bmp
=l'| USOF User Search.bmp
2B Usors User Select.bmp

K | P T T T T N O Ty

wledged it?
hug 2009

.....................................................................

]
Cancel |

7|

File name: ITest file for use: with ISOFA doc

Lol L«

Files of type: IAII Files [*.")

l

== Figure 12
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The screen should now appear similar to this one:

USO-FX: Upload a new file

Title: [Test

Test File for Training Purposes ﬁ

Description:

File: IG:\USOFX\TESI file for use with USOFX.doc Browse...

Ready max fffe size = 8MB

Acceptsbie file types: .doc, .docx, .gif, .jpea, .ipa, .pdf, .png, .ppt, .pptx, .txt, .xls, xlsx, .xml, .zip

There is dis k qucta cF 1280M8 currently being enforced for your authority, and 0% & of this has been used.

[ Email me whenever the document is downloaded?

¥ Delete document automatically when all recipients have acknowiedged it?

I” Ferce delete of document at the end of the following day 10 Aug 2009

................................................................................................................................................

_
L Figure 13

Tick or Untick the following fields:

Email me whenever the document is downloaded?
Ticked You will receive an email when a Recipient has downloaded a
copy of the file
Unticked You will NOT receive an email when a Recipient has
downloaded a copy of the file

Delete document automatically when all Recipient s have acknowledged it?

Ticked The source document will be automatically deleted when the last
Recipient has viewed or downloaded it.
Unticked The source document will remain on the secure server.

Force delete of document at the end of the following day DD MMM YYYY

Ticked The source document will be automatically deleted at the end of

the date entered irrespective of whether Recipients have viewed
or downloaded it.

Unticked The source document will remain on the secure server.

When you have completed this screen, click on the Finish button at the bottom right
of the page. You will now receive a confirmation screen advising that the file has
been uploaded and Recipient s emailed.

| My Account || Network Status

Service Desk || WebScreen

| User Accounts SMS

Shop || USO-FX || Reszources

| General || Logout |

Your file has been uploaded and made available to the selected recipients.

Each person has been notified by email about the publishing of yvour file.

== Figure 14
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Email Notifications

Each Recipient will receive an email, similar to Figure 15 below, advising that a new
document is available via USO-FX.

The email details who the file is from, a description of the contents and a web link
whereby the Recipient may login to view, download or delete it

KingsNet Royal 3
gwww.rhksch.urg ) K(i)__ﬁgfiﬁ%

Logged in as acarnil

<Prev | Reply| Forward | Delete | Reply All |[Move to folder... =] Next

Back to bist
From do-not-reply@atomwide.com Headers ™
: Trash  [Emoty] 4 (Add to address book) (Add to recent addresses) Inlina Images ¥
Sent ltems L Variable width font B

™ Drafes Cc acarni1@rbksch.org
I M Fold Enable Scripts [T
S e Date 3/8/2009 10:35:30 am Open in New Window [

To brianm@rbksch.org Enable Offsite Images* [T

Subject MNew document available via USQ-Fx .
change view

A new document has been uploaded by Brian McDonald from Kingston LA or Council in Kingston-upan-
Thames and is now available for download from the USO-FX system within
https://support.atomwide.com/secure/ default.aspx

Options

The following description was attached: Test File for Training Purposes

v
Lg Save email to disk as a text file
%,% Print email

&) Print email without To: and Cc: fields

<Prev | Reply | Forward | Delete | Reply All |[Mave to folder... =] Next >

Figure 15
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Viewingqg, or Downloading a File

On being noti fi ed oRecigiehtenayfview oedownloadvtayi | abi | i ty
logging into the Atomwide Support site at http://support.rbksch.org as described in
Logging into USO Support Site on Page 4

Fromthe USO-F X menu o ptDoemoacefileecand t he foll owing
will be displayed.

Home : USO-FX : Download a file Site map
Related sites: R()yal
S Kingston
D =~H
=

My Account H User Accounts H SHs ” Shop H USOFX H Resources H General ” Logout ‘

USO-FX: Available Downloads

Once you have viewed and/or saved a document, and you are surethat you will net nesd to download t again, please click the Delete’ Ink.

This site is operated by = Lot folutions

Fiaure 16

The filename will be shown as a hyperlink (usually blue and underlined) under the
Document column of the USO-FX Available Downloads table.

Click once on the document filename to activate the File Download dialog box:

Do you want to open or save this file?

@ j Mame: Test.doc

Type: Microsoft Office Word 97 - 2003 Docurnent
From: support.atomwide.com

Open Save I Cancel I

W &lways ask before opening this type of file

harm your computer. If pou do not trust the source, do not open or

| ; I “w'hile filez from the Internet can be useful, some files can potentially
S save s file, What's the risk?

s Figure 17

Choose to Open, or Save the file to your local or network disk.

Depending on the parameters set up by the Sender, a confirmation email is sent
automatically to the Sender of the file advising of the view/download action taken by
the Recipient.
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Deleting Files

Files may be deleted by either the Sender or the Recipient.

If a Recipient deletes the file then only their copy will be deleted. The master file will
still be available unless the Sender, or auto-delete action, has deleted it.

If the Sender deletes the master file then the file is no longer available to a Recipient
unless they have previously downloaded and saved it.

To delete a file click on the Delete field at the beginning of the document row:

Figure 18
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